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Abstract

Near Field Communication (NFC) technology is a short-range wireless communication between two
devices that are NFC-enabled. NFC has found application in various institutions like the finance sector,
security systems, medicine, etc. Consequently, this has led to a lot of focus on securing NFC transactions.
Since most attacks on NFC devices are within the tag, the need to create a more secure tag authentication
has increased over the past years.
In this paper, I discussed NFC tag authentication and its challenges. Furthermore, I analyzed different
existing NFC tag authentication and their respective strengths and weaknesses. The NFChain is better
than the existing solutions discussed in this paper. It is cost-friendly, highly secured, and allows extra
computation on the tag without requiring additional hardware solutions.
In summary, the purpose of this study is to provide insights into NFC tag authentication and the need to
conduct more research to ensure more security in this mode of communication.
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1 Introduction

Near Field Communication (NFC) technology is a short-range wireless communication method between a mobile
electronic device and a terminal. It makes life easier by making smartphones more convenient for consumers around the
world [2]. The size of the NFC market in 2019 was $ 15 billion and is expected to be $54 billion in 2028 [41, 42].

The function of the NFC tag is very varied, for example, it stores URLs to open a certain webpage, [24] proposed a
NFC tag IC to improve telehome healthcare, dials a phone number, gives information about a certain product, and many
more. Because of that, storing data on a tag sometimes requires security. The related work for NFC security usually
focuses on secure transactions between devices, and there are very few works that discuss the security of information
inside tags. The simplest method to protect information inside a tag is to use the tag as a medium to access a secure
database, so the tag only contains an identification number(ID) to identify the object where the tag is installed. All NFC
tags must follow the specifications of the NFC Date Exchange Format (NDEF), published by NFC Forum [39]. Using a
tag as a data medium may decrease the flexibility of the tag functions so it needs a method to secure the data itself
inside the tag. Considering the importance of the NFC tag as a powerful tool for identification, it is necessary to make
efforts to build a method to build a secure system involving the NFC tag, in this case by authenticating the tag to ensure
that the tag is valid and has permission to access certain services.

NFC tags are small transponders that can be embedded in physical objects to provide information for identification.
The tag works similarly to a smart card; the only difference is that it does not have a power supply, that is, it is a passive
RFID; it is energized only when the reader approaches to read the identification number (ID) inside the tag[1]. NFC
tags are very useful to implement because tapping the tag with NFC-enabled mobile phones is very simple to do.
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Figure 1: An NFC card Figure 2: An NFC card reader

I discussed various NFC tag authentication solutions and the analysis of each one in this paper. The structure of the
subsequent sections in this paper is as follows:

• NFC Technology Overview.
• NFC Tag Authentication Methods.
• Existing NFC Tag Authentication Solutions.
• Analysis of Existing NFC Tag Authentication.
• Conclusion

2 NFC Technology Overview

In this section, I dived into the definition of NFC, the different types of NFC tags, and the three modes of operation of
the NFC.

2.1 Definition of NFC

Near-field communication, also called NFC, is contactless, short-range wireless communication between devices that
are NFC-enabled. Due to its short distance, NFC is more secure than Bluetooth. NFC operates on the principles of
electromagnetic radio fields at 13.56 MHz frequency and over a distance of up to 4cm. It is based on RFID technology,
which allows two devices to communicate when they are brought into close proximity. Most mobile devices now
have an NFC chip incorporated in them. NFC has many applications, ranging from ticketing, drug production, mobile
payments, home security, and so many more. Figures 1 and 2 show a typical example of a card that is NFC enabled and
the card reader, respectively [29].

2.2 NFC Tag Types

There are two main types of NFC tags which are, active tags and passive tags. The active tag has an internal power
source that allows it to transmit data to NFC readers. Consequently, active tags can support complex computation and
have a higher storage capacity. Passive tags do not have internal power and thus rely on the energy transmitted by the
NFC reader brought in close proximity to them. The lack of an internal power source restricts the computational ability
and storage capacity of passive tags. The passive tag is generally used due to its size (which is smaller than the active
tag) and because it is less expensive than the active tag.

2.3 NFC Communication Modes

NFC generally operates in three modes, which are [7, 13]:

1 Reader/Writer mode: The device that starts the communication is known as the initiator and the other as the
target [19]. The initiator sends out an RF field, which powers the target if it is passive or activates it if it is
active.
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2 Peer-to-Peer mode: The peer-to-peer (P2P) mode enables direct data exchange between two NFC-enabled
devices without the need for an external NFC reader or tag. The two device share files and transfer data by
establishing a bidirectional connection [13, 15].

3 Card Emulation mode: In this mode, devices with NFC capability act like smartcards for contactless payment,
ticketing, and so on [7].

3 NFC Tag Authentication Methods

There are different NFC tag authentication methods, ranging from basic ones such as password authentication to more
complex ones such as biometric authentication. In this section, I explored various NFC tag authentication methods.

1 Password Authentication: The NFC tag requires a password or PIN code for authentication to occur. Password
authentication is one of the simplest authentication methods over insecure networks [20]. However, an
intruder can easily intercept the password and ID of a user or steal a user’s information through a wire
tap of an unencrypted password. Password authentication is more efficient as an additional security layer
for NFC tag authentication, and it can be supported with more secure authentication methods, such as
biometric authentication. The authors in [4] employed the combination of a fingerprint scheme and password
authentication to add an extra layer of security to a home security system.

2 Public Key Infrastructure (PKI): This method uses asymmetric cryptography, where the NFC tag holds a
private key, and the reader verifies the authenticity using the tag’s public key. Secure key establishment is
one of the pillars of cryptography [22], which offers great security for IoT devices. The start of Industry 4.0
has made machines and other equipment embedded with NFC tags to enhance IoT devices, thus the need
for a secure means of communication between connected IoT devices with PKI as a better alternative to the
problematic symmetric encryption algorithm [21].

3 Time-based Authentication: In this authentication method, a secret key is shared between two devices on
a one-time basis. The method can be achieved through the scanning of QR codes, an SMS that displays
a one-time password (OTP) for the user, or the use of authentication apps that generate random codes for
authentication, such as Google authenticator, Duo security, and many others. OTP is a mechanism to reduce the
risk of an unauthorized person getting access to an account because it has a specified time span and, contrary to
static passwords, has a security technique shield for the various password-based attacks, specifically password
sniffing and reply attacks [23].

4 Biometric Authentication: This authentication method is often preferred to other authentication methods
because of its tight security. It involves the use of a fingerprint, an iris scan, or a combination of both.
The authors in [3] in their design for an authentication scheme utilized the fingerprint scheme; [4] added a
fingerprint scan to provide an additional security layer to their design of a home security system. Biometric
authentication has found many applications in different sectors; for example, the authors in [6] designed
hardware-fingerprint authentication for NFC devices in power grids. This example shows that biometric
authentication is employed in a variety of aspects.

3.1 Challenges in NFC Tag Authentication

3.1.1 Computational Resources

NFC tags are typically passive and therefore have limited computational power and storage, restricting the complexity
of cryptographic algorithms that can be implemented for authentication. [3]

3.1.2 Security and Privacy Risks:

1 Eavesdropping: Because NFC uses radio waves to transmit information, there is a probability that someone
with the right equipment could eavesdrop on the data being exchanged between an NFC-enabled device and a
reader. Eavesdropping attacks can either be active or passive [25].

2 Relay Attacks: An attacker can exploit the short-range communication of NFC technology by using two
intermediary devices. These devices act as relays, enabling communication between an NFC tag and a reader
at a distance more than distance requirement of NFC. Throughout the period of the relay attack, the proxy
token displays the same behaviour as the original token from the reader’s perspective. This attack circumvents
application layer security mechanisms [26].
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3 Tag Cloning and Spoofing: An attacker creates a duplicate of an NFC tag, which can be used by the attacker to
gain unauthorized access to systems the original tag has access to. This is dangerous especially in the financial
sector. Figure 3 shows a representation of how tag cloning works [35].

Fig. 3: Diagram of an NFC attack

3.1.3 Energy Limitation

Passive tags rely on the energy transmitted by the NFC reader brought close to them. This means that the energy
available to a passive tag is limited by the strength of the reader’s field and the efficiency of the tag antenna in obtaining
this energy. However, active tags, have their own power source. The energy generated from such a power source
is affected by the power rating, the type of material used, etc. The authors in [27] developed an energy-efficient
tag-searching protocol to address this issue.

3.1.4 Cost Consideration

Active tags have better computational ability and a longer range than passive tags due to the presence of an internal
power source in them. However, they are more expensive compared to passive tags, which makes them have less
application than passive tags. Passive tags, on the other hand, find wide applications but are limited in terms of
computational ability, range, and storage capacity. These challenges with passive tags limit the amount of encryption
that can be done on them, therefore making them less secure.

3.1.5 Backward Compatibility

NFC is a subset of RFID technology. RFID has a broader range of frequencies, from 125 kHz to 960 MHz, that are not
compatible with NFC devices because NFC operates at a frequency of 13.56 MHz. Therefore, NFC devices cannot
communicate with RFID frequencies below and above 13.56 MHz.

4 Existing NFC Tag Authentication Solution

NFC mobile payment consists of three components: authentication, authorization, and payment. The authors in [28, 37]
proposed a cloud-based authentication payment method. Due to the vulnerability of symmetric encryption [36, 38],
public-key cryptography was used for the authentication phase to compensate for the vulnerability. In the authentication
stage, there is mutual authentication between the reader and the tag. After the authentication stage, the authorization
phase is set up. At this stage, the reader checks if the user’s account balance is enough to initiate the transaction before
finally moving on to the payment stage.

The authors in [20] developed a password authentication scheme that uses a one-way hash function, a discrete logarithm
problem, and the Diffie-Hellman key agreement protocol. In the one-way hash function, the function takes a message
of arbitrary length as the input and produces a fixed-length message digest as the output. The Diffie-Hellman key
agreement scheme allows two devices to communicate with each other in a secure manner with the agreed session
key. Its security is based on solving discrete logarithm problems. The security of this scheme is based on having both
the properties of a discrete logarithm problem and a secure one-way hash function. The scheme is more secure than
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schemes that have just one of the two properties and do not add too much computational complexity. The authors
[33, 32, 34, 31, 30] all made use of the one-way hash function in their design. [12] designed a NFC authentication
algorithm based on modified hash function. In this design, two encryption parameters are used rather than one used in
the traditional hash function. The Hamming weight of the two parameters are considered and different parameters are
selected for encryption making it difficult to crack.

Tuyls and Batina in [40] used a Physical Unclonable Function (PUF) integrated with the RFID chip. In their
model, several fingerprints were derived from the PUF by sending it multiple challenges and recording the
responses. The limitation of this model is that the number of challenges and corresponding fingerprints are
limited. Hence, an attacker can record all the challenge/response pairs and program another tag with the same
pairs. Saeed and Walter [14] proposed another offline authentication that can compute symmetric or asymmet-
ric encryption. However, this is only suitable for active tags but not passive tags due to their limited computational power.

Due to the limited computational ability and storage capability of passive tags, advanced encryption cannot be performed
on them. Adding specialized hardware to a tag could bring an extra computational ability [8]. However, this is very
expensive, especially, in a large-scale application [43]. The authors in [3] designed a fingerprinting scheme, NFChain,
by exploring the tag physical layer (PHY) signal, which extracts hardware fingerprint for tag authentication discussed in
[47, 48, 46, 44, 45]. In their design, the scalability and compatibility issues were improved by proposing a factor nulling
method that addresses the inconsistency in different tags. Firstly, they developed a frequency hopping mechanism that
generates the request signal to interrogate an NFC tag, a tag response segmentation that separates the tag response
signal from the overall received signal, tag response amplitude (TRA) extraction means that eliminated factors affecting
TRAs, and finally, an authentication method that determines whether an unknown tag is genuine or counterfeited.

5 Analysis of Existing Authentication Solution

While the several existing tag authentication methods offer different strengths, there exists weaknesses in them. These
weaknesses ranges from several factors like cost to scalability. Table 1 describes each solution weaknesses and strengths.

Analysis of Authentication Method
Tag Authentication Method Strength(s) Weakness(es)
Oflline Tag Authentication Secure due to cryptographic encryp-

tion
Only suitable for active tags and ex-
pensive to develop because of the
usage of active tags. Susceptible to
cloning attacks.

Cloud-based Authentication Secure against eavedropping and re-
play attack (use of session key and
timestamps)

Very expensive to develop. Cannot
be used with passive tags.

Password Authentication Secured against eavesdropping.
Very cheap to develop

Not secured against man-in-the-
middle attack, replay attack, and
cloning attack.

NFChain Safe against cloning attack. scalable.
secured against feature replay attack

Weak against signal replay attack.

Table 1: Table of analysis of the existing authentication methods.

6 Conclusion

Near-field communication is a short-range wireless communication. This close proximity between the devices make
NFC secure. However, attackers have developed different ways of manipulating this communication and this has
called for more sophisticated method of securing transactions on NFC. From the analysis of the different existing NFC
authentication methods, the NFChain is a better option than the other existing methods. With further study on the
NFChain, secure and higher authentication accuracy can be achieved.
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